UC Davis Active Directory Project (05/17/2006)

Account Setup
This document discusses how to setup accounts in the campus Active Directory.
There are two types of accounts you will be working with: campus user accounts (Kerberos accounts), and local OU

accounts. In this document, we will be looking at campus user accounts, and how they are propagated from the
centralized campus computing accounts system (http://computingaccounts.ucdavis.edu) to the campus Active Directory.

1. IMAD Permit
a. User Added Account Service Permit
b. Back Fill (Migration Only)
c. Account Proxy

2. ADSP Permit
a. User Added Account Service Permit
b. Changing your ADSP password
b. Back Fill (Migration Only)

IMAD PERMIT

The IMAD service permit is used to create a user account in the campus Active Directory that matches a user account in
the centralized campus computing accounts database. The only requirement for obtaining an IMAD service permit is to
have an IKRB service permit. The IKRB service permits are added by default to all new campus accounts.

a. USER ADDED ACCOUNT SERVICE PERMIT
This process involves going to a web site, and adding a permit to your campus Kerberos account. This is done on an
individual basis and is completed by the account’s owner. This is the method that should be used after the initial

population of your department’s OU or Child Domain.

01] Open a web browser to http://computingaccounts.ucdavis.edu. You should see the page shown below.
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It g Wle dfeTatH Select a service, then scroll to the bottom of the page
and press Begin.

02] Select the Add or Remove account service option.

Get your UC Davis Computing
Account

If you're a student, faculty, staff member, or
other UC Davis affiliate and do not vet have a
UC Davis Cormputing Account, you may choose
this option to create one. Your account will not
be activated until the following day.

Change your password

You may change your password by selecting
this option. “ou must either know your current
password, ar bring a photo ID into the IT
Express office in 182 Shields library.

Check the status of your account
This will allow you to type in your UC Davis
LoginID and find out whether it is active, and
what services it has access o,

Test your password

If you think you've forgotten the Kerberos
password for your UC Davis Corputing
Account, you may test it here,

start the process to add the IMAD permit.

@®

Ethernet (NIC) card registration
If you plan to use your computer with the DHCP
Ethernet network: in the dorms, classrooms,
and in various areas on campus, you will need
to reqgister your ethernet adapter's hardware
address using this option,

Change your directory
information

If the information about you when you look up
your name in the campus directory is incorrect,
select this option to change your infarmation,

Add or remove account services
This will allow you to add services to your UC
Davis Computing Account such as the
MyUCDavis ServicelD, or to remaove services
you already have,

Redirect your email address

‘You can redirect vour UC Davis email address
to forward your mail to another ermail address,
or stop any forwarding you previously set up,

using this option,

Press the Begin button at the bottom of the web page

Add or remove account services
This will allow you to add services to your UC
Davis Computing Account such as the
MyUCDavis ServiceID, or to remove services

you already have.

. This will

03] Fill out the information requested. When complete, hit Submit Information. Note: Your social security number can
be used in place of your Student/Employee ID number.

04] Choose Add services to your account. Press Continue to proceed.

First Name:
Middle Name:

Last Name:

Student/Employee ID #:

Birth Date:

Choices:

O]

~
Lt

Enter @ digits. No dashes or spaces. Your social security number will work also.

4 /
(MMDD/YYYY)

Add services to your account

Remove services from your account

Submit Information

[

Clear Selections

H Continue ]

05] Enter the login ID (your campus Kerberos account). Press Continue to proceed. Your login ID is the username you
use to access http://my.ucdavis.edu and most other campus web services, including email.




@ Note: Your LoginlD is your login username, not your email address!

06] Select the IMAD permit. Click the button next to the IMAD permit and hit the Continue button.

ServicelIl De=scription

() IZED IR Gene Sequencing Server

() IMLD Microsoft Active Directory

07] On the next screen, press Grant ServicelD to add the account service permit to your account. The permit has now
been added. Your account will show up in the Active Directory within 15-40 minutes.

b. BACK FILL (MIGRATION ONLY)

For departmental migrations, we have the ability to add the IMAD permit in bulk. In order to perform this action, please
send a request to adhelp@ucdavis.edu with either a PPS department code, or a return-separated list of campus accounts
(See example). We will then process the request, adding the IMAD permits to the accounts listed.

Example:
Department code: 060000

List of User:
usera
userb
userc

c. ACCOUNT PROXY

Sometimes, it is beneficial to be able to assign service permits to your users. This simplifies the work you need to do in
order to get your users on the system. IET offers an Account Proxy Program
( http://email.ucdavis.edu/email/accountproxyprogram.html ). This program allows you to act as a proxy for your users.

ADSP PERMIT

The ADSP permit is used to set your password in the campus Active Directory. The first time you setup this permit, you
will be asked to enter your Kerberos password. This password will be used to initially set the password on your campus
Active Directory account.

Once you have the permit, any time you change the password for the ADSP service permit, it will set your password on
the campus Active Directory account.

a. USER ADDED ACCOUNT SERVICE PERMIT

This process involves going to a web site, and adding the ADSP permit to your campus Kerberos account. This is done
on an individual basis and is completed by the account’s owner.

01] Open a web browser to http://computingaccounts.ucdavis.edu. You should see the site shown below.
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It g Wle dfeTatH Select a service, then scroll to the bottom of the page
and press Begin.

Get your UC Davis Computing
Account

If you're a student, faculty, staff member, or
other UC Davis affiliate and do not vet have a
UC Davis Cormputing Account, you may choose
this option to create one. Your account will not
be activated until the following day.

Change your password

You may change your password by selecting
this option. “ou must either know your current
password, ar bring a photo ID into the IT
Express office in 182 Shields library.

Check the status of your account
This will allow you to type in your UC Davis
LoginID and find out whether it is active, and
what services it has access o,

Test your password

If you think you've forgotten the Kerberos
password for your UC Davis Corputing
Account, you may test it here,

Ethernet (NIC) card registration
If you plan to use your computer with the DHCP
Ethernet network: in the dorms, classrooms,
and in various areas on campus, you will need
to reqgister your ethernet adapter's hardware
address using this option,

Change your directory
information

If the information about you when you look up
your name in the campus directory is incorrect,
select this option to change your infarmation,

Add or remove account services
This will allow you to add services to your UC
Davis Computing Account such as the
MyUCDavis ServicelD, or to remaove services
you already have,

Redirect your email address

‘You can redirect vour UC Davis email address
to forward your mail to another ermail address,
or stop any forwarding you previously set up,

using this option,

02] Select the Add or Remove account service option. Press the Begin button.

@ Add or remove account services
This will allow you to add services to your UC

D

avis Computing Account such as the

MyUCDavis ServicelD, or to remove services
you already have.

03] Fill out the information requested. When complete, hit Submit Information.

First Name:
Middle Name:

Last Name:

Student/Employee ID #:

Birth Date: /
(MM/DD/YYYY)

Enter @ digits. No dashes or spaces. Your social security number will work also.

04] Choose Add services to your account. Press Continue to proceed.

O]

|A|

05] Enter the login ID (your campus Kerberos account). Press Continue to proceed. This is the username you use to

Add services to your account

Remove services from your account

[

Submit Information _]

oices:

[ Clear Selections

][ Continue ]

access http://my.ucdavis.edu and many other campus web services.




@ Note: Your LoginID is your login username, not your email address!

06] Select the ADSP permit. Once selected, press the Continue button.

You are eligible for these publically-available services.

ServicelD Description

@ ADSP Microsoft hetive Directory Sync

07] You will now see the password entry form. Enter your Kerberos password here.

@ Note: Please enter your current Kerberos password.

Confirm Password: JELTTTTT TR 74

[CIearH Grant ServicelD ]

08] The permit has now been added. Your password will be synchronized in the Active Directory within 15-30 minutes.

Information: You have successfully added the ADSP ServicelD. The addition of the ServicelD will be effective
mmmediately. All account creation will take place within 24 hours.

Main Menu ] [ End Session

a. CHANGING YOUR ADSP PASSWORD

This process involves going to a web site, and changing your password. You can choose to change just the password for
Active Directory, or you can change your Kerberos password at the same time.

01] Open a web browser to http://computingaccounts.ucdavis.edu. You should see the site shown below.
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and press Begin.

Get your UC Davis Computing
Account

If you're a student, faculty, staff member, or
other UC Davis affiliate and do not vet have a
UC Davis Cormputing Account, you may choose
this option to create one. Your account will not
be activated until the following day.

Change your password

You may change your password by selecting
this option. “ou must either know your current
password, ar bring a photo ID into the IT
Express office in 182 Shields library.

Check the status of your account
This will allow you to type in your UC Davis
LoginID and find out whether it is active, and
what services it has access o,

Test your password

If you think you've forgotten the Kerberos
password for your UC Davis Corputing
Account, you may test it here,

Ethernet (NIC) card registration
If you plan to use your computer with the DHCP
Ethernet network: in the dorms, classrooms,
and in various areas on campus, you will need
to reqgister your ethernet adapter's hardware
address using this option,

Change your directory
information

If the information about you when you look up
your name in the campus directory is incorrect,
select this option to change your infarmation,

Add or remove account services
This will allow you to add services to your UC
Davis Computing Account such as the
MyUCDavis ServicelD, or to remaove services
you already have,

Redirect your email address

‘You can redirect vour UC Davis email address
to forward your mail to another ermail address,
or stop any forwarding you previously set up,

using this option,

02] Select the Change your password option. Press the Begin button.

Change your password

You may change your password by selecting
this optien. You must know either your current
password or the answers to your identity
verification questions, or you must bring a
photo ID into the IT Express office in 182
Shields library.

03] Fill out the information requested. When complete, hit Submit Information.

First Name:

Middle Name:

Last Name:

Student/Employee ID #:
Enter @ digits. No dashes or spaces. Your social security number will work also.

Birth Date: / /
(MM/DD/YYYY)

[ Submit Information J

04] Enter your LoginID and select the method you will use to verify your identity. Press Continue to proceed.

g Note: Your LoginlD is your login username, not your email address!

Kerberos Password
() Password Change Token
(O Identity Verification Questions

Authorization Method: O




05] Select the service permits for which you want this new password to apply. Only the service permits selected will have
their password changed. If you only select the ADSP service permit, your Kerberos password will NOT be changed.

06] Enter your Kerberos password, and then the new password (Note: We chose “Kerberos Password” in step 4).

07] Your password has now been set. You may change your validation questions if desired. The password in Active
Directory should be set within 15-30 minutes.

c. BACK FILL (MIGRATION ONLY)

For departmental migrations, we have the ability to add the ADSP permit in bulk. In order to perform this action, please
send a request to adhelp@ucdavis.edu with either a PPS department code, or a return-separated list of campus accounts
(See example). We will then process the request, adding the ADSP permits to the accounts listed.

Example:
Department code: 060000

List of User:
usera
userb
userc



NOTE: When we add the ADSP permit in this fashion, an initial password is not set. The individual users will need to
attach to any Distauth protected web site (such as http://my.ucdavis.edu) where they will be prompted to change their
password.

The process then looks like the Change Password process from above. When users go through this, they should
choose to set the password on the Kerberos and ADSP services the first time through.



