XEDA
Filtering Spam Using the New Campus SPAM Headers using Outlook
2007

What is Spam?

Spam is the abuse of electronic messaging systems to indiscriminately send unsolicited bulk messages.
While the most widely recognized form of spam is email spam, the term can also be applied to other
forms or mediums. This information bulletin covers email spam only.

Tagged Message Header Format
SpamAssassin software will evaluate email messages at the campus border. If an email message is
determined to be spam, a tag is added to the email header. A new email header was created for Outlook

users to allow for a more granular evaluation via an Outlook rule, using the newly created (January 09)
‘X-UCD-MS-Spam-Score:’ tag in the header.

SpamAssassin tagging adds a notation in the message header using the following formats:
X-UCD-Spam-Score: (a value from 1 to 40), ie X-UCD-Spam-Score: 6.3 (****%%*)
and
X-UCD-MS-Spam-Score: a series of astericks,ie X-UCD-MS-Spam-Score: ****

By default, any email messages tagged with as spam and having a ‘X-Spam-Score’ of 15 or higher is
dropped at the campus border and you would never this SPAM score in the message headers. Typically,
a score of 5 or higher is considered to be spam, and messages receiving a score of 4 or lower are more
likely to be legitimate email messages.

Click here for more information on Campus SPAM Filtering Basics.

Rules in Outlook 2007 for Spam Filtering within Xeda

For the Xeda Exchange users, filtering spam tagged by the campus SpamAssassin software requires an
Outlook rule (other email clients may refer to rules as “filters”). This rule can then move all messages
tagged as spam to the users ‘Junk E-mail’ folder.

The procedure to create a spam rule in Outlook 2007 is described below:
1) You should remove any existing spam filtering rules.
2) With Outlook 2007 open, in the menu field click Tools, and then click Rules and Alerts...

3) In the ‘E-mail Rules’ tab, create a new rule by clicking the ‘New Rule’ option:

] Rules and Alerts [ ?_il__if_-_l-

E-mail Rules | Mapage Alerts

f_‘} New Rule..) Change Rule - 53 Copy... ?( Delete ¢ % RunRules Mow... Options

Rule (apptied in the order shown) | Actions - |

4) Select “Start from a blank rule” and then “Check messages when they arrive”. Click Next




[ Rules Wizard 3]

Start from a template or from a blank rule
Step 1: Select a template
Stay Organized
L} Move messages from someone to a folder
.:} Move messages with specific words in the subject to a folder
:} Maove messages sent to a distribution list to a folder
x Delete a conversation
Y Flag messages from someone for follow-up
ufj Mave Microsoft Office InfoPath forms of a spedific type to a folder
3 Move RSS items from a spedific RSS Feed to a folder
Stay Up to Date
<. Display mail from someone in the New Item Alert Window
il Play a sound when I get messages from someone
'Q Send an alert to my mobile device when I get messages from someone
Start from a blank rule
| Check messages when they arrive
=1 Check messages after sending

Step 2: Edit the rule description (dick an underlined value)
Apply this rule after the message arrives

5) Select “with specific words in the message header” and then click the specific words
(underlined link) in the bottom window labeled

Rules Wizard (=3

Which condition(s) do you want to check?

Step 1: Select condition(s)

[ marked as sensitivity -
[] flagged for action

[] where my name is in the Cc box

["] where my name is in the To or Cc box

[] where my name is not in the To box

[] sent to people or distribution list

[] with specific words in the body

[] with specific words in the subject or body
wwith specific words in the message header
[] with specific words in the redpient's address
[] with specific words in the sender's address
[] assigned to cateqory category

[] assigned to any category

] which is an Dut of Office message

[] which has an attachment

] with a size in & specific range

[ received in & specific date span

[ uses the form name form v

m

Step 2: Edit the rule description (dick an underlined value)

Apply this rule after the message arrives
with specific words in the message header

Cancel l[ < Back |[ Next > J[ Finish




6) Type X-UCD-MS-Spam-Score: **** (exactly) then click Add, then click OK. Note: This will
filter messages with 4 asterisks or higher. If you prefer, you can use any number of asterisks, ie
X-UCD-MS-Spam-Score: *** which will filter messages containing at least 3 asterisks or
higher. For our example, we will use 4 asterisks or higher filtering.

Search Text

¥-UCD-MS-Spam-Score; ===

Search list:
"-UCD-MS-Spam-Scorg: ===

Specify a word or phrase to search for in the message header:

(-2

Remaove

I OK ][ Cancel ]
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Click Next. In the bottom window labeled “Step 2: Edit this rule description (click an
underlined value), click the word specified in the sentence “move it to the specified folder”.

Find the folder “Junk E-mail” and click OK. Scroll down and also check “stop processing

more rules” (recommended).

Rules Wizard

What do you want to do with the message?
Step 1: Select action(s)

[] forward it to people or distribution list

[] forward it to people or distribution list as an attachment
[] redirect it to people or distribution list

[] have server reply using a spedific message

[] reply using a specific template

[] flag message for follow up at this time

[] dear the Message Flag

[[] dear message's categories

] mark it as importance

[ print it

[ play & sound

[] start application

[] mark it as read

[ run a script

[] stop processing more rules

[] perform a custom action

[] display a specific message in the New Item Alert window
[] display a Desktop Alert

Step 2: Edit the rule description {dick an underlined value)

Apply this rule after the message arrives
with X-UCD-MS-Spam-Score: ****in the message header
move it to the ispecifiedifolder

Es

Rules Wizard

What do you want to do with the message?
Step 1: Select action(s)

- [] forward it to people or distribution list

[] forward it to people or distribution list as an attachment
[] redirect it to people or distribution list

[] hawve server reply using a spedific message

[ reply using a specific template

[] flag message for follow up at this time

[] dear the Message Flag

[[] dear message's categories

] mark it as importance

[ print it

[] play & sound

[] start application

[] mark it as read

[ run a script

stop processing more rules

[] perform a custom action

[ display a specific message in the Mew Item Alert window
b [] display & Desktop Alert

m

Step 2: Edit the rule description (dick an underlined value)
Apply this rule after the message arrives
with %-UCD-MSSpam-Score: ****in the message header
move it to the Junk E-mail folder
and stop processing more rules

| Cancel

][ < Back |[ Next > ]I

o

Finish I I Cancel ]’ < Back H Next > ][

Finish

8) Click Finish. Then click OK, verify first that the new rule is enabled with a check next to it.

End




