Filtering Spam using the campus spam headers with OUTLOOK 2003

01] Open the Outlook Rules And Alerts... window. Choose Tools from the menu bar, then choose Rules and
Alerts....

Tools | fctions  Help

Send/Receive Hl
IMAP Folders.., ]
! Find 3 o

|1ih| AddressBook,.,  Crrbeshife+s
|_§_§ Rules and Alerts. ..

@ Empty "Deleted Ttems" Folder

02] Click on New Rule.... This will start the process of building a Outlook rule.

Rules and Alerts

E-mail Rules | Manage alerts

[ New Rule... | Change Rule - Copy... X Delete

Rule {applied in the order shown)
Select the "hew Rule” butt

03] Select Start from a blank rule. Make sure that Check messages when they arrive is highlighted. Press
the Next button..

Rules Wizard

() Start creating a rule from a template
() Skark fram a blank rule

Step 1: Select when messages should be checked

Check messages when they artive

Check messages after sending

Step 2: Edit the rule description {click an underlined value)

Apply this rule after the message arrives

[ Mext> | [ Finsh |

04] Select the with specific words in the message header rule. This will add the rule to the Step 2: (referred
to as the Rule Area). Click on the specific words link in the Rule Area.




Rules Wizard

shich conditionds) do you want to check?
Step 1: Select condition{s)

[ where my name is in the Cc box

] where my name is in the To or Cc box

[T where my name is not in the To box

[] senk to

[ with in the body

[1 with in the subjact or body
with specific words in the message header
] with in the recipient's address
[ with in the sendet's address
O assigned to cateqary

[] which is an Out of Office message

[ which has an attachment |
[] with a size [l

Step 2: Edit the rule description (click an underlined value)
Apply this rule after the message arrives

withizpecific wordsin the message header

[ Caricel ][ < Back. ” et = l’ Firish ]

05] Type in X-Spam-Score and hit the Add button. This will place the X-Spam-Score in the Search List.
Press the OK button to continue.

Search Text

Specify a word or phrase to search for in the message header:

Search list:

"¥-Spani-3oare”

[ Ok H Cancel ]

06] You should now see X-Spam-Score in the Rule Area. Press the Next button.



Rules Wizard

Which conditiongs) do you want to check?

Step 1: Select condition(s)

[ where my name is in the Cc box (]
[C] where my name is in the To or Cc box

[C] where my name is not in the To box

[[] sent ta

[ with in the body

[ with in the subject or body
with specific wards in the message header
[ with in the recipient's address
[ with in the sender's address
O assigned to category

[T] which is an Cuk of Office message
[T] which has an attachmenk |
[ with a size ]

Step 2; Edit the rule description (click an underlined walug)

is rule after the message arrives
withis-Spam-Scoreiin the message header

Cancel ][ < Back ” Mext = l’ Finish

07] Click on move it to the specified folder. Click on specified in the Rule Area to assign a value.

Rules Wizard

hat do wou want to do with the message?
Step 1: Select action(s)

‘move it to the specified Folder

| assign it to the category
[] delete it

[ permanently delete it

[ mave a copy to the folder =
[C] Forward it to

[ Forward it ta as an attachment

[ reply using

[] flag message For

[ Flag message with

[[] clear the Message Flag

[ mark it as i
[ print it |

Step 2; Edit the rule description {click an underlined value)
Apply this rule after the message arrives
with ¥-Spam-Score in the message header
move it to the specified Folder

[ Caniel ][ < Back “ et = l[ Finish ]

08] Select the folder you want to filter messages to. In this case, choose Junk E-Mail and hit the OK button.



Rules and Alerts

Choose a folder:
[ = ‘8;,5 Personal Folders |
ﬁ Calendar
G Contacts Cancel
5] Deleted Items
L7 Drafts [2] Mewr...
[ Inbox
S Journal
[ gl Junk E-mail
o | Mates
[ ©utbox
[[=4 Sent Ttems
Z] Tasks
# = owa ucdavis edu

09] You will now see the Junk E-Mail added to the Rule Area. Click the Finish button.

Rules Wizard

‘ithat do vou want to do with the message?
Step 1: Select action(s)

move it ko the specified Folder rN
[] assign it to the category 7l
[ delete it

[[] permanently delete it

[C] move a copy to the falder

[ Farward it ko

[ forward it ko as an attachment

[ reply using

[T] flag message for
flag message with
[[] clear the Message Flag
] mark it as |
[ print it |»]

Step 2: Edit the rule description (click an underlined walue)
Apply this rule after the message arrives

withi%- gamSc in the message header
and on this machine only

mowe ik ko the Junk E-mail Folder

[ Cancel ][ < Back H Mexk = l’ Finiish ]

10] You have created a spam filtering rule. All messages marked as spam by the campus mail filters should
now be filtered to your Junk E-Mail folder. This rule can be a server-side rule, which will take effect even
when you do not have Outlook open.



FINI

Rules and Alerts

8%

E-mail Rules | Manage Alerts |

@ﬁew Rule,.. Change Rule~ 23 Copy... X Delete | &+ % RunRulesMow... Options

| Rule {applied in the order shown) | Actions

£k}
#-Spami-Score 5

Rule description ({click an underlined value ko edit):

Apply this rule after the message arrives

with #-Spam-Score in the message header
and on this machine only

move it ko the Junk E-mail Folder

CK ] [ Cancel

] [ Apply




